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This talk is
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about social networks for security
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Background fgzs

« Community-based Security System (CSS)
— PhishTank

» collator of user reporting and voting against potential phishing sites

— Web Of Trust (WOT)

 reputation system for trustworthiness / security / privacy of domains
» Benefits: advantage of scale, law of large number, catering user needs

« Concerns: reliability, economic feasibility, manipulation
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z; Q2S

« Evaluating the ‘wisdom of crowds for security’
— PhishTank: less comprehensive, less timely than a commercial report [1]

— WOT: more comprehensive in identifying ‘bad’ domains than automated services [2]

* Reliability depends on
— User capability
— Mitigation of gaming behavior
— Incentives

« Few contributors => outcomes may be biased or manipulated more easily

« Skewed ratio => large impact if a few highly active users stop contributing

 This work focuses on incentives
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Basic model ~fczzs

* n-player game
« utility: normalized total effort security s
— Inputs from all players are equally important
— If all contribute, utility = benefit of full protection — individual’'s cost of contribution
— |f Bob does not contribute, he gets utility = sum of contributing players / n * benefit
« a public provisioning problem

— reverse of “the tragedy of the commons” [3]
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* infinite repetition
— n players evaluate a different target (e.g. domain) at each time ¢
« O-discounted average criterion

— High & : player values long term benefit of system or community

— O; drawn uniformly between &, and 1

=> An infinitely repeated n-person prisoner’s dilemma

— More complex than the iterated 2-person PD

— Cannot identify non-contributors w/o centralized monitoring
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Simulation: fQZS
Social Expectation / Influence

« Complete graph community
— N =n =100, cost of contribution = 1, benefit of full protection = 2
* Modeling social influence
— Assume players expect that
* if he does not contribute: a fraction of others will follow suit, and vice-versa

« if he contributes now, since his action will cause some positive influence,
he would be better to contribute also in the future, and vice-versa

— Influence updating rules: Linear, Sigmoid
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Complete graph community:

Limited help with expectation on social influence
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Simulation:
Effect of ‘nice’ players and user dynamics jﬁ)

* ‘Nice’ players
— Assume a fraction 0 of players who always contribute

« User dynamics
— A fraction of m worst-performing users leave community, per game round

— Same number of new users join
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Complete graph community:

No contagion effect of generosity
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Simulation: fQZS
Random and Scale-free networks

« Organize players into ‘social networks’ topologies
« Random graph
— For each player, assign @ peers, selected with uniform probability

« Scale-free
— Preferential peer selection [s]
— Initialize p+1 fully connected players

— For each subsq. player, assign g peers, selected with Pr (proportional to candidate’s degree)

« Each player engages with his peers

— nvaries
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Random / scale-free community:
Easier to encourage contribution

9=0.04,m=0.01,y=4
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* A moderate level of cooperative behavior can emerge (also with y=8)
« Contagion effect of generosity as i, increases
* Results for random and scale-free networks similar

— likely due to limited structural variation given a small N = 100
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Discussion: szs
Limitations & Future Investigation

Best-k-effort game, if it suffices to have k inputs for full protection

— adaptable from “best-shot” security games (used in [5][6][7])

Budget constraint

Endogenous d discounting factor

Heterogeneous cost / benefit
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Summary 25 Qs

« Challenging to get active contribution in a complete-graph community

« But, does not imply economic infeasibility of CSS

— Have not factored in any incentives schemes

— Nor considered social capital (e.g., reputation)

« Community structure matters
— Easier to cultivate cooperation in scale-free / random graphs

— There could be challenges, e.g., ‘limited wisdom’ in separate local groups

+ Innovative ways to aggregate the output of separate groups would be helpful
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Thank you. Question?

Pern Hui Chia
chia@qg2s.ntnu.no
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Random network (p=4)
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