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Abstract

In open multiagent systems, agents are owned by a variety of stakeholders and can enter
and leave the system at any time. Therefore, trust is a fundamental concern in effective
interactions which is a key component of such systems. In this paper, we propose a trust
model for autonomous agents in mulitagent environments based on hidden Markov models
and reinforcement learning. By this combination, the reliability of the hidden Markov model
will be improved since its parameters are re-estimated after training of the model with the
reinforcement learning module.

1 Introduction

The rapidly changing environments of the Internet suffer from problems related to fragile trust-
worthiness of its millions of active entities, which can be humans or mobile agents. This prob-
lem is nontrivial, as more and more commercial transactions get carried out over the Internet.
Therefore, devising an effective approach for verification of trustworthiness in such complex
environments is essential, since trust mechanisms play a key role in the security of the entities.
Also the trust establishment is nontrivial, since the traditional and social means of trust cannot
be applied directly to the virtual settings of these environments, because in many cases the
involved parties did not have any previous interaction. In such scenarios, trust management
techniques may be used to stimulate service quality and acceptable user behavior in online
markets and communities, and also sanction possible unacceptable user behavior.

Application of autonomous agents in large-scale open distributed systems presents a number
of new challenges such as:

• Agents with different characteristics can enter the system and interact with one another.

• Each agent tries to maximize its individual utility because it represents a specific stake-
holder with various objectives.

• Agents may change their identities on re-entering the system to avoid punishment for any
past wrong doing.

• Agents should decide how, when, and with whom to interact without any guarantees that
the interaction will actually achieve the desired benefits.
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Agents are faced with significant degrees of uncertainty in making decisions since it is impossible
to obtain perfect information about the environment and the interaction partners properties. In
such circumstances, agents have to establish appropriate trust in each other in order to minimize
the impact of the uncertainty associated with interactions [10].

The goal of an agent in a dynamic environment is to make optimal trust decisions over time.
Learning trust serves such a purpose by biasing the agent’s action choices through information
gathered over time. An agent can base its action choice on prediction of the other agents’
behaviors or directly on the reward (the outcome of the interaction) received from them. Rein-
forcement learning is a systematic method that associates an agent’s action with its rewards.

In reinforcement learning, an agent need not explicitly model other agents since its action
can be directly based on the rewards. Thus this learning method is particularly useful for cases
where agents have little knowledge about each other. An agent in a multiagent system may
know little about others because information is distributed. Even when an agent has some prior
information about others, the behavior of others may change over time. It is therefore natural
to apply a learning algorithm.

Our model consists of trust estimation and trust learning modules. The former and lat-
ter are constructed from Hidden Markov Models (HMM) and Reinforcement Learning (RL),
respectively. The model parameters of the HMM are re-estimated after having learnt about
its environment from the reinforcement learning module. The proposed method enables us to
improve the model reliability when dealing with a dynamic environment that changes over time.

2 Related Work

In [5] a trust model using a Markov model is proposed. In this work the Markov chain is defined
as the chain of aggregated reputation values corresponding to a sequence of consecutive time
slots. The current state vector shows the repute value of the reputation queried at time slot
N .The Markov matrix of a given agent denotes the probability of that agent transiting from
one trustworthiness level to another trustworthiness level based on its past behavior captured
using the Markov chain. In order to determine the probability of an agent transiting from
trustworthiness level A to trustworthiness level B, based on the Markov chain, they use the ratio
of the number of times that agent has transited from trustworthiness level A to trustworthiness
level B to that of the total number of time that the agent has transited from trustworthiness
level A to any other trustworthiness level. The future state vector of the agent is determined by
multiplying the current state vector with the Markov matrix. The same authors also proposed
a method for determining the effectiveness of their Markov model for predicting the future
trustworthiness value of a given agent by utilizing simulation methods [6]. This paper presents
the simulation method that they employed in order to determine the effectiveness of the Markov
model in detail.

In [12], the authors compare the effectiveness of probabilistic computational trust systems.
They conclude that most probabilistic trust models are unrealistic, as the models allows for
no dynamic behavior, and outline the idea of a trust model based on a hidden Markov model
to cope with this problem. In [13], the authors have developed a hidden Markov model based
approach to measuring an agent’s reputation as a recommender. This approach models chained
recommendation events as an HMM. The features of the trust model are: (1) no explicit re-
quirement of chained recommendation reputations; (2) flexible recommendation network with
presence of loops; and (3) integration of learning speed into trust evaluation reliability. In [7] an
architecture for trust management in ubiquitous environments that deals with digital signatures
and user presence in a uniform framework is proposed. This architecture includes inferences
about user presence from incomplete sensor signals based on an HMM.



Module
Reinforcement Learning
Module

Policy

Trust Estimates

Model Update
HMM

Action

Reward
Observations

Environment

Trust Estimation

Figure 1: Architecture of the proposed trust model

3 The Proposed Model

Our model consists of trust estimation and trust learning modules constructed from Hidden
Markov Models (HMM) and Reinforcement Learning (RL) as depicted in Figure 1. The model
parameters of the HMM are re-estimated after having learnt about its environment from the
reinforcement learning module. The proposed method enables us to improve the model relia-
bility when dealing with a dynamic environment that changes over time. Similar approaches
combining reinforcement learning and HMMs applied to motion recognition can be found in [4]
and [2].

In the following sections we will start with describing some assumptions and limitations of
this work, thereafter we present the stochastic modeling approach and details of the hidden
Markov modeling.

3.1 Model States

An agent can be in a trusted, neutral or untrusted state at any given time. An agent is in an
untrusted state if it has been behaving in a malicious way in previous interactions, it is in a
trusted state if it has shown good behavior. If its behavior has been a mixture of good and bad,
or if it has not yet given any signs of its behavior, it is in the neutral state.

When an agent joins the system it is most likely in a neutral state, but there is also a small
probability that it is in the untrusted state. Since it has not yet interacted with any of the other
agents, no positive observations of its behavior have been made, so it can not be in a trusted
state.

After joining the system the agent has a probability of becoming trusted or untrusted as
it is interacting with other agents, depending on its behavior. We model trust as a dynamic
variable, changing with time. This allow us to capture the behavioral characteristics of agents
that are behaving good for a certain time, but then suddenly start misbehaving.

3.2 Modeling of Agent Trustworthiness

In this section we will present an HMM for the trust relationship of agents in a multiagent
system.

We model the agent interaction as a stochastic process. This means that we assume that
there is a random time interval between each agent interaction and that the behavior of a node
is only dependent on the current state of the node. The state of an agent can be characterized
by whether or not it is behaving in a malicious manner in its interactions with other agents.



When using a continuous time Markov model to model the state of an agent, we make the
following assumptions; all information about the agent is contained in the state, observations
are independent given the current state, and state occupation time is negatively exponentially
distributed.

When agents are interacting, an agent makes its opinion about the trustworthiness of the
other agent based on the outcome of the interaction. After a random time interval these two
agents meet again, and based on their belief about the other agent’s trustworthiness they may
decide whether or not to make an interaction. Since an agent’s behavior can be changing with
time it is not necessarily the case that an agent is in the same state as it were at the last
encounter. An agent can only do its best guessing about the trustworthiness state of an other
agent based on its own previous direct experiences with said agent and recommendations from
other agents in the system. This means that the system state is hidden, and hence we use the
HMM approach.

The system we consider is a multiagent system and we want to use the model to estimate
the behavior of each single agent. An agent in the system rates all of the other agents after an
interaction and uses an HMM per agent to decide and predict whether or not another agent is
malicious. The HMM is updated from observations, that is the ratings after direct experiences
or recommendations requested from other agents.

An HMM consists of a finite set of N hidden states S = {s1, . . . , sN} with an associated
probability distribution. The state of the monitored agent is described by a discrete time Markov
chain xk = x1, x2, . . . where xk ∈ S is the possibly hidden state of the node at sampling instant
k. Pk = {pkij} is the set of state transition probabilities, pkij = P (xk+1 = sj | xk = si),
1 ≤ i, j ≤ N , where xk is the current state of the system. π = {πi} is the initial state
distribution, where πi = P (x1 = si), 1 ≤ i ≤ N . The output from the agent ratings is classified
by the set of observation symbols V = {v1, . . . , vM}. Let yk = y1, y2 . . . denote the sequence of
observations, where yk ∈ V is the observation made at sampling instant k. The HMM consists
of two stochastic processes; the hidden process xk, and the observable process yk that depends
on xk. The relation between xk and yk is described by the probability distribution matrix
B = {bj(m)}, where bj(m) = P (yk = vm | xk = sj), for 1 ≤ j ≤ N , 1 ≤ m ≤ M . See for
instance [8] for a more extensive introduction to HMMs.

In our model we define three states, that can be characterized by the behavior of the agent,
thus N = 3 and each individual state is denoted S = {s1, s2, s3}. The first state is the trusted
state s1, where the agent is not showing any malicious behavior, the second state is the neutral
state s2, where the outcome of interactions can be ambiguous, the third state is the untrusted
state s3 where the agent is showing malicious behavior.

We have not made any assumptions about time between observations, and there is no direct
relation between observations and state-changes. As a consequence the system could have made
zero, one or more transitions during the time between to successive observations.

The time when observation number k is produced is denoted tk. Time between observation
k − 1 and observation k is denoted δk = tk − tk−1.

3.3 State Probability Distribution

The transition rate matrix Λ = (λij) is describing the dynamics of the system. To simplify the
notation of equations and algorithms we will use i and j instead of si and sj . The relation
between system states and the transition rates is given by

λij =

limdt→0
P (x(t+ dt) = j|x(t) = i)

dt
if i 6= j∑N

j 6=i,j=1−λij if i = j
. (1)



Since observations are received at irregular intervals, the running transition probabilities
pkij = P (x(t + δk) = j|x(t) = i) depend on the time since last observation δk, and have to
be calculated each time an observation is received. The running transition probability matrix
Pk = (pkij) can be derived from Kolmogorov’s equations [11] as follows

Pk = eΛδk . (2)

For large state spaces this calculation can be quite expensive, but in our case the state space
is small, and the calculations inexpensive. Let γk = (γk(i)) denote the state probability dis-
tribution at time tk given all observations received until time tk, γk(i) = P (xk = i|yk) where
yk = y1, . . . , yk. We will use ten observation symbols V = {v1, v2, . . . , v10}, where the first five
symbols are the ratings an agent make after a direct interaction and the last five symbols are
ratings received as recommendations from other agents. The ratings are given in the form of
trustworthiness values ranging from 1 to 5, where 1 corresponds to “very trustworthy”, 2 to
“trustworthy”, 3 to “moderate”, 4 to “untrustworthy”, and 5 to “very untrustworthy”. Algo-
rithm 1 is used to update the current state distribution γk−1, based on the following inputs: k
the observation index, γ = γk−1 the current state distribution, y = yk the current observation,
and δ = δk the time between the current observation and last observation. In addition to the
dynamic variables listed above, the following parameters are assumed to be available for the
algorithm: the transition rates Λ, the initial state distribution π , and the two observation
probability matrices Bψ, where B1 is used for the direct observations v1, . . . , v5, and B2 is used
for the implicit observations in the form of recommendations v6, . . . , v10.

Algorithm 1 Update state probability distribution
Require: k, ψ, γ, y, δ
Pk ← eΛδ

B ← Bψ

if k = 1 then
for i = 1 to N do
α(i)← bi(y)πi
γ(i)← bi(y)πiPN

j=1 bj(y)πj

end for
else

for i = 1 to N do
α(i)← bi(y)

∑N
j=1 γ(j)p

k
ji

end for
for i = 1 to N do
γ(i)← α(i)PN

j=1 α(j)

end for
end if
return γ

Algorithm 1 was originally proposed in [3], it is based on dynamic programming and uses
a set of temporary variables. During the processing of observation yk the value stored in α(i)
represents the following probability α(i) = P (yk, xk = si), also known as the forward variable.
By using dynamic programming in the estimation of γ, the complexity of an update is reduced
from O(2kNk) for a straight forward calculation, to O(N2). Scaling of the α(i) is used in order
to prevent problems related to underflow, for more details see the forward-backward procedure
described in [8]. It should be noted that Algorithm 1 is an on-line algorithm and very efficient,



it does not require the agents to keep any history of past observations in memory. The history
of observations and the values of some of the running variables are, however, required for the
more computationally expensive re-estimation of model parameters as explained later.

4 Learning of Model Parameters

The parameters of an HMM are usually set by offline training of the model with a large data
set. Since we want the model to reflect the more realistic dynamic behavior of the multiagent
system and also optimize the agents’ trust-related behavior, we will use an online learning
of the HMM parameters with reinforcement learning. Reinforcement learning (RL) [14] is a
machine learning technique for solving decision problems of mapping actions to states based on
interactions with the environment. The actions of an agent in the multiagent system could for
instance be whether or not it should interact with another agent, based on its belief about the
state of the other agent derived from the HMM. Such a mapping from state to action is called
a policy. In RL the agents will learn policies based on feedback from the environment that is
calculated based on a reward function.

A simple reward function for the multiagent trust model can be defined as follows:

1. If an interaction was made, and the agent’s rating of the other agent’s behavior was given
the values 1, 2 or 3, a positive reward is given.

2. If an interaction was made, and the agent’s rating of the other agent’s behavior was given
the values 4 or 5, a negative reward is given.

3. If no interaction was made, a zero reward is given.

The RL framework also includes a value function Q(s, a) which estimates the reward ob-
tained if action a is performed in state s.

Q-learning [15] is a well-known RL algorithm that updates the value function in each step
so that the agent policy converges to the optimal one. Q-learning works even though the state
transition probabilities are unknown to the agent. In our approach we will use the output of
the Q-learning to improve the HMM by updating the state transition rate matrix according to
the learned optimal policy.

Since the current state of an agent is hidden in our trust model, we will instead use the
state probability distribution γ that is calculated after each observation, and learn the function
Q(γ, a). A variant of the Q-learning algorithm suitable for this case where the current state is
only partially observable, and accounting for the fact that the domain of Q is not discrete and
finite, can be found in [1]. Following this approach we associate a value q(i, a) with each hidden
state si, and approximate Q(γ, a) as

Q(γ, a) ≈
N∑
i=1

γ(i)q(i, a).

Learning Q is done by adjusting all the q values after each action a and immediate reward r
according to the Q-learning rule:

q(i, a) = (1− βγk(i))q(i, a) + ηγk(i)(r + σmax
a

Q(γk+1, a)), (3)

where η is the learning rate and σ is a discount factor. The learning proceeds as follows,
when an agent encounters another agent it will get the current state probability distribution
γk belonging to this particular agent from its corresponding HMM and execute the action with



the largest Q(γk, a). After the action is performed, the agent receives the reward, the next step
state probability distribution γk+1 is output from the HMM, and the Q-learning updating rule
from Equation 3 is applied. The process is repeated at the next encounter between the agents.
It should be noted that the observations to the HMM coming from recommendations will not
result in actions or rewards, only the direct experiences in the form of agent interaction will
trigger the reinforcement learning module in the trust model.

When the agent encounters another agent for the first time, the parameters of the HMM
will be set to default values, and the model might not properly predict the system dynamics.
A newcomer to the system should not be expected to be in the trusted state, as such a starting
point would encourage agents to change their identities and re-enter the system frequently. It
is therefore better to assume that agents are most likely neutral or untrustworthy to start with,
and then they have to prove themselves trustworthy by behaving good in the interactions.

As the agent learns about the behavior of the other agent through direct experience and rec-
ommendations, the HMM parameters should be updated in order to improve the predictiveness
of the model. We suggest that the state transition rates Λ and the observation probabilities
B of the HMM are updated after a predetermined number of Q-learning steps, e.g. by the
Baum-Welch algorithm which finds the maximum likelihood parameter estimate. See [8] for a
detailed explanation of the Baum-Welch algorithm.

Given a sequence of K observations the Baum-Welch algorithm makes use of the backward
variable βk(i) = P (yk+1, . . . , yK |xk = si), which is the probability of the observation sequence
from next step and until the end given that we are in the state si at time-step k. The backward
variable is found inductively by setting βK(i) = 1 and then recursively calculating βk(i) =∑N

j=1 pijbj(yk+1)βk+1(j). The re-estimation procedure calculates the joint probability ξ(i, j) =
P (xk = si, xk+1 = sj |y) of being in state si at time-step k and state sj in time-step k + 1 as

ξ(i, j) =
αk(i)pijbj(yk+1)βk+1(j)∑N

i=1

∑N
j=1 αk(i)pijbj(yk+1βk+1(j))

.

For re-estimation of pij according to Baum-Welch we use

pij =
∑K−1

k=1 ξ(i, j)∑K−1
k=1 γk(i)

,

where the nominator is the expected number of transitions from state si to state sj , and the
denominator is the expected number of transitions from state si. For re-estimation of the
observation symbol probabilities the following equation is used

bj(m) =

∑K
k=1,s.t.yk=vm

γk(j)∑K
k=1 γk(j)

,

where the nominator is the expected number of times in state sj and observing the symbol vm
and the denominator is the expected number of times in state sj .

Algorithm 2 implements the re-estimation of the parameters. In order to avoid problems
related to underflow we use scaling of the backward variable as described in [8] and [9]. The
proof of correctness of the scaling procedure is given in the Appendix A. Algorithm 2 takes as
input all the K different αk and γk vectors, which are calculated by Algorithm 1, as well as
all the different Pk. This means that these values need to be stored in the agent’s memory
together with the history of observations for the re-estimation procedure. To simplify the
implementation we will combine the two observation probability matrices into one single matrix
B for the re-estimation algorithm. The observation probabilities are modeling the uncertainties



Algorithm 2 Re-estimation of parameters
Require: P ,γ,y,α,B,K

for i = 1 to N do
β̂K(i)← 1PN

i=1 αK(i)

end for
for k = K − 1 to 1 do

for i = 1 to N do
β̂k(i)← 1PN

j=1 αk(j)

∑N
j=1 p

k
ijbj(yk+1)β̂k+1(j)

for j = 1 to N do
ξk(i, j)← γk(i)pkijbj(yk+1)β̂k+1(j)

end for
γ̂k(i)←

∑N
j=1 ξ

k(i, j)
end for

end for
for i = 1 to N do

for j = 1 to N do

pij ←
PK−1

k=1 ξk(i,j)PK−1
k=1 γ̂k(i)

end for
end for
for m = 1 to M do

for j = 1 to N do

bj(m)←
PK

k=1,s.t.yk=vm
γ̂k(j)PK

k=1 γ̂k(j)

end for
end for
return B,P

associated with observations. This means that when we re-estimate bj(m) elements associated
with the direct observations, i. e. the agent’s own ratings after interactions, we are evaluating
the reliability of the agent itself when it comes to making good trust decisions. The elements
associated with the recommendations are re-estimated as an evaluation of the reliability of the
recommending agents. In this context we do not model the trustworthiness of each recommender
separately, but this could be done as an extension of the model.

5 Conclusions and Future Work

We have proposed a novel trust model for multiagent systems where the goal of an agent is to
make optimal trust decisions over time in a dynamic environment. An agent bases its action
choice on a prediction of the other agents’ behaviors according to the HMM trust estimation
module following the Q-learning greedy policy. Since this is a policy that tends to the opti-
mal one over time, the model learning algorithm will be training the HMM with sequences of
observations that will positively impact the end goal.

As this is just a preliminary theoretical model, without any simulation results yet, there are
many directions of research that may be explored to improve our work. We would like to see
if it is possible to additionally train the model to making the best decisions about when to ask
other agents for recommendations. Application of the model to a variety of trust scenarios and
a comparison to other proposed trust models is of course the prime interest of our future work.
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Appendix A Scaling of the forward and backward variables

We want to use scaling of the forward variable and the backward variable, to avoid problems
related to underflow. Since, without scaling, these variables consist of a large number of terms
of value significantly less than 1. This appendix will give a detailed explanation of the scaling
procedure for the implementation of the Algorithms 1 and 2, as proposed in [8] and [9]. We
have that

αk(i) =

{
πibi(yk) if k = 1
bi(yk)

∑N
j=1 αk−1(j)pji if k > 1

(4)

where αk(i) is the forward variable without any scaling. We want to compute the scaled forward
variable

α̂k(i) = Ckαk(i), (5)

with scaling coefficient

Ck =
1∑N

j=1 αk(j)
. (6)

Let us use the notation ᾱk(i) for the running value of the forward variable as it is used in
the implementation before scaling, and ck for the running value of the scaling coefficient. The
recursion for calculating the scaled forward variable can then be expressed as:

Initialization:
ᾱ1(i) = α1(i)

α̂1(i) =
α1(i)∑N
j=1 α1(j)

For k > 1:

ᾱk(i) = bi(yk)
N∑
j=1

α̂k−1(j)pji

ck =
1∑N

j=1 ᾱk(j)

α̂k(i) = ckᾱk(i)

We want to prove that this recursion realizes the scaling as expressed in Equation 5. For k = 1
the scaling coefficient is c1 = C1 = 1PN

j=1 α1(j)
, so the scaling is exactly as in Equation 5. For

k > 1 we can use a proof of induction as follows:

ᾱk(i) = bi(yk)
N∑
j=1

α̂k−1(j)pji

= bi(yk)
N∑
j=1

Ck−1αk−1(j)pji (by application of Equation 5)

= Ck−1αk(i) (by application of Equation 4)



This gives us the relation

ck =
1∑N

j=1 ᾱk(j)
=

1

Ck−1
∑N

j=1 αk(j)
(7)

We can then express α̂k(i) as

α̂k(i) = ckᾱk(i) =
Ck−1αk(i)

Ck−1
∑N

j=1 αk(j)
=

αk(i)∑N
j=1 αk(j)

so the recursion used is indeed realizing the scaling as given in Equation 5, which was what we
wanted to show. Furthermore, by combining Equations 6 and 7, we get the relation

Ck = Ck−1ck =
k∏

κ=1

cκ

Recall the definition of the backward variable:

βk(i) =

{
1 if k = K

bi(yk+1)
∑N

j=1 βk+1(j)pij if k > K

For the scaling of the backward variable let us define the scaling coefficient

Dk =
K∏
κ=k

cκ

which gives us the relation

CkDk+1 =
k∏

κ=1

cκ

K∏
κ=k+1

cκ = CK

Let us denote by β̂k(i), the scaled backward variable

β̂k(i) = Dkβk(i) (8)

and let us denote by β̄k(i), the running backward variable as it is used in the implementation
before scaling. The recursion for calculating the scaled backward variable is given by

Initialization:
β̄K(i) = βK(i) = 1

β̂K(i) = DK = cK

for k < K:

β̄k(i) = bi(yk+1)
N∑
j=1

β̂k+1(j)pij

β̂k(i) = ckβ̄k(i)

Note that the running value of the scaling coefficient will be the same ck as was used in the
scaling of the forward variable. For k = K the Equation 8 is trivially fulfilled. The correctness



of the recursion for k < K can be shown by induction as follows

β̄k(i) = bi(yk+1)
N∑
j=1

β̂k+1(j)pij

= bi(yk+1)
N∑
j=1

Dk+1βk+1(j)pij

= Dk+1βk(i)

we can then rewrite β̂k(i) as

β̂k(i) = ckβ̄k(i) = ckDk+1βk(i) = Dkβk(i)

hence, the recursion is realizing the scaling in Equation 8.


