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Ritz/zino



4

NAV



5

NAV – autodetecting topology

 
Physical topology
• ARP
• CAM
• CDP 

Vlan topologi
• trunks
• STP

• Trace equipment
• Block equipment
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NAV - toolbox
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NetFlow

Flow record
Src/dst IP address
Src/dst port
Start/stop time
# pkts, bytes
TCP flags
IP protocol
....
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Stager
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Overview report
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Active and passive monitoring 
infrastructure
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Qstream
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SNMP scalability issues
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Proprietary SNMP MIBS
● BRIDGE-MIB, CISCO-C2900-MIB, CISCO-CDP-MIB, 

CISCO-ENTITY-ASSET-MIB, CISCO-ENVMON-
MIB, CISCO-ES-STACK-MIB, CISCO-FLASH-MIB, 
CISCO-HSRP-MIB, CISCO-IETF-IP-MIB, CISCO-
MEMORY-POOL-MIB, CISCO-STACK-MIB, CISCO-
VLAN-MEMBERSHIP-MIB, CISCO-VTP-MIB, 
ENTITY-MIB, ESSWITCH.MIB, HP-MIB, IF-MIB, IP-
MIB, IPV6-MIB, MAU-MIB, OLD-CISCO-CHASSIS-
MIB, OLD-CISCO-CPU-MIB, OLD-CISCO-
INTERFACES-MIB, OSPF-MIB, RFC1213, RFC1213-
MIB, SECURITY-MIB, SNMPv2-MIB
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SMI: Weak data modeling

Node List Table
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YANG modeling language

Table in tableAugment

Base model

Augmented model
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Our NetFlow setup
● 34 routers
● 439 interfaces
● 1/100 sampling rate on most routers
● ~25Gb of compressed raw Netflow data 

every day
● ~ 1.8 billion flows per day

– 40-130 million flows per hour

● Anycast
● Database

– >1TB database size
– >800 millions entries in a single 

table
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Anomaly detection
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Per link or network
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Datasets

Academic
world

Real
world
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Parallelizing
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Distributed processing
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Visualization

IDGraphs

Argus

Universität Konstanz 
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Correlating data

SNMP NetFlow Qflow Qstream

MBeacon MPingRouting
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Multidomain monitoring

We have network
performance problems

It's not our
network
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perfSONAR
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Normalizing data

●1/100 sampling
●10min intervals

●Hash based
sampling

●5min intervals

●Random
sampling

●1 hour  intervals

How do you collect and compare values 
for the last 15 minutes?
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Standardized access control
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End user experience

Packet loss
and jitter detected.
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Summary

● Need multiple technologies for proper network 
management and monitoring

– SNMP
– Netflow
– Passive and active monitoring

● Challenges
– Scalable anomaly detection
– Good visualization
– Distributed processing
– Multi-domain monitoring
– Translate monitoring results into end user 

experiences
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