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Ritz/zino

E] RITZ (nsa.uninett.no) - Remote interface to zino

Flle Edit ¥Yiew Help
| OpState AdmState Age Downtine Router Port Description |:E
reachable openn  0d 8:44:32.00 04 0:01:00.00 nlabreistein-ouw

b established workin o=lo- A5 20517 193 156 .90 .55 (peer was reset {now up))

estahlished

bogp established
port up
port up

ort w

a5 e4537T 158 .38.0. 218 (peer was reset (now up))

0:46:03.00 GigabitEthernet? 3 (FringTromso, tromso-krogneswndad, krognesvnidid-

aslo-gqw AS 16065 193.156.90, 38 (peer was reset (now up))

stakkevollwl3-gw FastEthernetl
sandnes-gw FaztEthernetl
stolawv-gwl POS1E/0

(lokal trunk, stakkweollw23-weths)
{lokal trunk, sandnes-wveths)

(BaneTele 11310006, oslo-hergenZ, bergen-




NAV

: '1\' Network Administration Visualized

Home IPorhostname | | Search | Preferences Toolbox Useradmin  Userinfo  Logout arneas

Velkommen til NAV for UNINETTI NAV links

' . 5 = . . OpenstreetMap
Dersom du mener at du skal ha mer tilgang i NAY enn hva du har na, ring drift@uninett.no. Abaut NAY
Statistics
Machine Tracker
Status Now Reparts

3 IP devices down, 0 in shadow

Syshame IP Down since Downtime m
uis-gsw.uis.no 128.39.47.122 2010-06-27 00:42 10 hours UNINETT
weathergoose.uninett.no 158.38.129.146 2010-05-15 04:12 43 days gfr‘;tatt
stokmarknes-gw.uninett.na 158.39.0 48 2010-03-24 23:35 94 days GigaCampus
Status page Malepaler

Systemdrift

Samson Wiki

Slashdot

VK brukerdok

Contact information

UMINETT
Abels gate 5 - Teknobyen
NO-7465 Trondheim

Contact the NAY administratar:
drifti@uninett.no

Metwaork Administration Visualized 3.5.6
You are logged in as Arne @sleba
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NAV - autodetecting topology
“——’

Physical topology
 ARP
- CAM

« CDP :X: :X: * Trace equi.pment

 Block equipment

Vlan topologi
e trunks
« STP

X

vvvv

E \E \H\H\D \H\H\D




NAV - toolb

OX

Netmap is a network weather map that
displays the layer 3 and layer 2 topology of

your netwark. Current traffic conditions are
shown using colored links.

Netmap

Status

What's going on? Is all network equipment
working properly? Click here to find out!

@

Explore the netwark topology as it expands
from each router port.

Network Explorer

Report

w

The highly customizable report generator
displays infarmatian from the NAV-database.

. 1

IP Device Info L
Displays all recarded information about a
given IP device ar address. If the device is a
MNAY registered switch or router a port view
with details on status and activity is also
shown.

Statistics 2
Browse statistical data collected by NAV and
Cricket. Use Cricket to look at graphs for
individual devices and interfaces, and use
NAV'S ranked statistics to uncover load
prablems.

Machine Tracker Q.

This tool lets you find MAC adresses that
are or hawve been connected to a given
switch port. You can also find the switch port
used by a MAC or IP adress in a given
timerange.

Layer 2 Traceroute

Vv

Trace layer 2 network paths between hosts.

Syslog Analyzer O

View syslog messages from (Cisco) netwark
equipment.

Hobbit o

Hobbit integrates with NAYV to
maonitor your servers.

nfsen

Frant end far the nfdump taols

Arnold g

Arnold is a switchport blacking tool. Use it to
manually block switchports, or to run
automated blocking raids. Requires SMNMP

(uNniN.

NAY does naot auto-discover devices, you

RNy

Seed Database

Messages =

—_—

Read and publish operational messages.

write access to switches.
Alert Profiles )

Setup your alert service subscriptions here.




NetFlow

II[%{

Flow record

Src/dst IP address
Src/dst port
Start/stop time

# pkts, bytes

TCP flags

IP protocol

(UNINETT)




“ Mozilla Firefox

File Edit View Go Bookmarks Tools Help

5
seus |[IP Protocol ~[[table ~[[Standard  ~|[20 | Show | Add | €D IA
Al interfaces jltrd—brundalen jl n - Inr:me j|1 % (32l |4
Friday 31. March 2006, 10:00
IP PrOtOCOI trd-brundalen {in, 1/1)
IPie chart ~| Plot graph |
Protocol Octets Paclets Flows
[

Select HNumber Name Description I_ Percert Packets/s I_ Percert I_ Flows/s I_ Percert
I_ 17 UDP User Datagram 454 G62.40% 02313 50.31% 0.0217 47.85%
I_ & TCP Transmission Control 240 33.05% 0.280 43147% 0.0211 46.83%
I_ 1 ICMP Internet Contral Message 33 4.54% 0.0408 6.52% 2_5[:.1[1'3 552%

Done

FProcessing the report took 140,87 ms

ﬁheta-stager_unineﬂ_nn Adblock
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Overview report

Setup  Back | Protocol v overview v Octets percent v 10 v Show Add LD » A
All interfaces v “In~ none v 1
Protocol Thursday 15. October 2009, 21:00 @
All observation points (in)
Pie chart v | other| Plot graph
Octets - percent e
Select Observation Point v TCP uDp GRE ESP IPv6 _ PIM IPv6 ICMP
elverum-gw. elverum-gwz-1 0.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00%
oslo-trd2 0.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00%
trd-troms o2 0.00% 0.00% 0.00% 0.00% 0.00% 75.68% 24.32% 0.00%
elverum-gw. elverum-gwz-2 0.00% 36.36% 0.00% 0.00% 0.00% 63.64% 0.00% 0.00%
hoytek-niva 0.64% 65.75% 0.00% 0.00% 0.00% 3361% 0.00% 0.00%
trd-niva 3.86% 66.29% 0.00% 0.00% 0.00% 29.84% 0.00% 0.00%
oslo-oslomsh 19.42% 53.90% 0.00% 0.00% 0.00% 26 68% 0.00% 0.00%
teknobyen2-teknobyen 5.89% 382% 0.00% 0.00% 0.00% 23.70% 66.59% 0.00%
nhh2-nhh 7.41% 69.95% 0.00% 0.00% 0.00% 2264% 0.00% 0.00%
nhh-gw2.nhh-gw 7.41% 69.95% 0.00% 0.00% 0.00% 2264% 0.00% 0.00%

Processing the report took 486.82ms
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Active and passive monitoring
Infrastructure
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Qstream

Setup  Back

Multicast TV ~v table ~

Overview ~

20

v Show || Add L€ DD I A

All v UNINETT ~ In ~

none ~ 1

&b

(2l |4=0

Multicast TV

Line plot ~ other  Plot graph

Friday 8. January 2010, 11:00
UNINETT (in, 1/1)

Average statistics

Packets/s Bitrate Gap
159ms 560 5.90M 1.88ms
81.5ms 583 6.13M 1.82ms
79.7ms 589 6.20M 1.72ms
0.633ms 536 570M 1.90ms

Group
Select| MName IP Port # of tests
MRK3 239.193.0.3 1234 E
MRKZ 239.193.0.2 1234 B
MEET 239193~ 1234 B
Stortinget 224 671 239.193.01 1234 B
MetFlow ¥
lulticast group

(UNINETT)
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SNMP scalability Issues
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Proprietary SNMP MIBS

. BRIDGE-MIB, CISCO-C2900-MIB, CISCO-CDP-MIB,
CISCO-ENTITY-ASSET-MIB, CISCO-ENVMON-
MIB, CISCO-ES-STACK-MIB, CISCO-FLASH-MIB,
CISCO-HSRP-MIB, CISCO-IETF-IP-MIB, CISCO- (B

EMORY-POOL-MIB, CISCO-STACK-MIB, CISCO-

VLAN-MEMBERSHIP-MIB, CISCO-VTP-M

ENTITY-MIB, ESSWITCH.MIB, HP-MIB, IF-MIB, IP-

MIB, IPV6-MIB, MAU-MIB, OLD-CISCO-CHASSIS-

MIB, OLD-CISCO-CPU-MIB, OLD-CISCO-

INTERFACES-MIB, OSPF-MIB, RFC1213, RFC1213-

MIB, SECURITY-MIB, SNMPv2-MIB

(UNINETT)




SMI: Weak data modeling

Node List Table

:
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YANG modeling language

Augment Table 1n table

°

o
*

-\o

o000
o000
o000
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Our NetFlow setup

e 34 routers

e 439 interfaces

e 1/100 sampling rate on most routers

e ~25Gb of compressed raw Netflow data
every day @

e ~ 1.8 billion flows per day

— 40-130 mullion flows per hour

oL merver HTTEF =zerver

Flow-collecktorz

Anycast
i e Database
Flow-cellsctor3 - >]TB database size
(UNINETT) - >800 millions entries in a single
table




Anomaly detection
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Per link or network
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Datasets

Academic Real
world world
— -
~—_
—]>-
S~

.
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Parallelizing

B - N

(UNINETT) --




Distributed processing




Visualization

Z005-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2009-08-24
Z005-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2009-08-24
Z005-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2009-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2009-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2005-08-24
2009-08-24
2005-08-24
2005-08-24
2005-08-24

200

StartTime

L
[ T e e o e e e e e O e o e e e e e e e e e

SrePkts

174.58.75.63:80
174.58.75.63:80
174.58.75.63:80
174.598.75.63:80
174.598.75.63:80
174.58.75.€3:80
174.58.75.63:80
174.58.75.63:80
51.80.70.7:443
118.137.458.192: 52495
118.137.49.192:39131
118.137.48,1582:39131
118.136.7.1588:80
118.136.7.155: 4855
151.231.10.6:53323
46.33.253.254: 80
163.209.187.248: 52150
154.223.202.193:27243
118.137.52.7:443

118.137.5Z2.
118.137.52.
118.137.52.
118.137.52.
118.137.52.
118.137.52.
118.137.5Z2.
172.55.32.
172.55.32.
172.55.32.
172.55.32.

7
7
7
7
7
7:
7:
7
7
7
7

191.86.64.6

167.3.162.0:3872
1e5.71.162.82: 38801

SreByithgs DstAddr

87.227.177.87:
115.215.244.75:
S§7.225.243.155:
97.225.243.155:
58.150.234.182:
87.227.24Z.138:
§7.227.24Z2.138:
S7.227.242.138:
118.137.87.101:
46.181.211.7:
98.211.1.57:
58.21L.1.57:
45.136.171.120:
S4.242.141.78:
118.137.177.63:
58.150.66. 168:
118.138.225.238:
97.227.15.220:
180.215.116.255:
42.156.135.226:
171.150.208.53:
174.213.20. 160:
175.38.30.208:
54.255.250.157:
121.53.105.38:
181.4.50.143:
118.201.118.184:
118.201.118.184:
118.201.118.184:
118.201.118,.184:
87.2Z6.81.118:
118.137.161.252:
118.137.123.177:

DstPkts DstBytes

-

- =
SRRl R R Nl e i R R R e e . e el el e Rl

heLs 1 o

EIRE ) 1LY s sjnmy

lL1.08

Log(#SYN-#SYN/ACK)

(SIP,Dport) View 0
# of Traces: 542, # of selected: 46

Time Axis

Correlation Matrix For (SIP,Dport) View 0




Correlating data

i il i
3

(UNINETT)




Multidomain monitoring




perfSONAR

(UNINETT)

@ Measurement Point

Measurement |
archive (MA)
Y II Transtormation
%% Service (TS)
‘l
*
LY
*
Ir“"'—_‘
.. ﬂg Lookup

Client service (LS)




Normalizing data

il

>

*]1/100 sampling
] Omin intervals

N

>

*Hash based
sampling
*Smin intervals

N

>

eRandom
sampling
] hour intervals

N

How do you collect and compare values
for the last 15 minutes?

(UNINETT)




Standardized access control

W T

=
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End user experience

& —&

Packet loss
and jitter detected.

(UNINETT)




Summary

e Need multiple technologies for proper network

management and monitoring
- SNMP 29
— Netflow
— Passive and active monitoring

e Challenges
— Scalable anomaly detection
— Good visualization
— Distributed processing
— Multi-domain monitoring
— Translate monitoring results into end user

ONINETT) experiences
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